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Abstract—With the rapid development of cloud services, huge volume of data is shared via cloud computing. Although
cryptographic techniques have been utilized to provide data confidentiality in cloud computing, current mechanisms cannot
enforce privacy concerns over ciphertext associated with multiple owners, which makes co-owners unable to appropriately
control whether data disseminators can actually disseminate their data. In this paper, we propose a secure data group sharing
and conditional dissemination scheme with multi-owner in cloud computing, in which data owner can share private data with a
group of users via the cloud in a secure way, and data disseminator can disseminate the data to a new group of users if the
attributes satisfy the access policies in the ciphertext. We further present a multiparty access control mechanism over the
disseminated ciphertext, in which the data co-owners can append new access policies to the ciphertext due to their privacy
preferences. Moreover, three policy aggregation strategies, including full permit, owner priority and majority permit, are provided
to solve the privacy conflicts problem caused by different access policies. The security analysis and experimental results show
our scheme is practical and efficient for secure data sharing with multi-owner in cloud computing.

Index Terms—Data sharing, cloud computing, conditional proxy re-encryption, attribute-based encryption, privacy conflict

1 INTRODUCTION

HE popularity of cloud computing is obtained from

the benefits of rich storage resources and instant ac-
cess [1]. It aggregates the resources of computing infra-
structure, and then provides on-demand services over the
Internet. Many famous companies are now providing
public cloud services, such as Amazon, Google, Alibaba.
These services allow individual users and enterprise us-
ers to upload data (e.g. photos, videos and documents) to
cloud service provider (CSP), for the purpose of accessing
the data at any time anywhere and sharing the data with
others. In order to protect the privacy of users, most cloud
services achieve access control by maintaining access con-
trol list (ACL). In this way, users can choose to either
publish their data to anyone or grant access rights merely
to their approved people. However, the security risks
have raised concerns in people, due to the data is stored
in plaintext form by the CSP. Once the data is posted to
the CSP, it is out of the data owner’s control [2]. Unfortu-
nately, the CSP is usually a semi-trusted server which
honestly follows the designated protocol, but might col-
lect the users” data and even use them for benefits with-
out users’ consents. On the other hand, the data has tre-
mendous usages by various data consumers to learn the
behavior of users [3].

These security issues motivate the effective solutions to
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protect data confidentiality. It is essential to adopt access
control mechanisms to achieve secure data sharing in
cloud computing [4]. Currently, cryptographic mecha-
nisms such as attribute-based encryption (ABE) [5], iden-
tity-based broadcast encryption (IBBE) [6], and remote
attestation [7] have been exploited to settle these security
and privacy problems. ABE is one of the new crypto-
graphic mechanisms used in cloud computing to reach
secure and fine-grained data sharing [8]. It features a
mechanism that enables an access control over encrypted
data using access policies and ascribed attributes among
decryption keys and ciphertexts. As long as the attribute
set satisfies the access policy that the ciphertext can be
decrypted. IBBE is another prevalent technique employed
in cloud computing [9, 10], in which users could share
their encrypted data with multiple receivers at one time
and the public key of the receiver can be regarded as any
valid strings, such as unique identity and email. In fact,
IBBE can be seen as a special case of ABE for policies con-
sisting of an OR gate. Compared to ABE in which the se-
cret key and ciphertext are both correspond to a set of
attributes, IBBE incurs low-cost key management and
small constant policy sizes, which is more suitable for
securely broadcasting data to specific receivers in cloud
computing. Hence, by using identities, data owner can
share data with a group of users in a secure and efficient
manner, which motivates more users to share their pri-
vate data via cloud.

Actually, these encryption techniques can prevent un-
authorized entities (e.g. semi-trusted CSP and malicious
users) from accessing the data, but it may not consider
data dissemination in cloud computing. In the cloud col-
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laboration scenario such as Box [11] and OneDrive [12],
the data disseminators (e.g. editor and collaborator) may
share the documents with new users even those outside
the organization. However, once the data is encrypted
with the above techniques, data disseminators are not
able to modify the ciphertext uploaded by data owners
[13]. Proxy re-encryption (PRE) scheme [14] is employed
to achieve secure data dissemination in cloud computing
by delegating a re-encryption key associated with the
new receivers to the CSP. However, the data disseminator
can disseminate all of the data owner’s data to others
with this re-encryption key, which may not meet the prac-
tical requirement since the data owner may only permit
the data disseminator to disseminate a particular docu-
ment. A refined concept referred to as conditional PRE
(CPRE) [15, 16] could address this issue, in which data
owner can enforce re-encryption control over the initial
ciphertexts and only the ciphertexts satisfying specific
condition can be re-encrypted with corresponding re-
encryption key. However, traditional CPRE schemes only
support simple keyword conditions, so they cannot match
complex situations in cloud computing well. In order to
support expressive conditions rather than keywords, at-
tribute-based CPRE is proposed [17], which deploys an
access policy in the ciphertext. The re-encryption key is
associated with a set of attributes, thus the proxy can re-
encrypt the ciphertext only when the re-encryption key
matches the access policy. In this way, data owner can
customize fine-grained dissemination condition for the
shared data. For example, data owner allows project
managers in the organization to disseminate the progress
report in OneDrive, while only permits executive direc-
tors in finance department to disseminate the project
budget in OneDrive during a specific time period.

Besides the requirement of conditional data dissemina-
tion, multiparty access control problem for data sharing
in cloud computing such as cloud collaboration and
cloud-based social networks comes along [18, 19], which
means the special authorization requirements from mul-
tiple associated users can be accommodated together to
control the shared data. Consider an example where a co-
authoring document or a co-photo in cloud computing
with three users, Alice, Bob, and Carol. If Alice who is the
data owner uploads this co-authoring document or co-
photo to the CSP and tags both Bob and Carol as the co-
owners. Alice can restrict this data to be disseminated to a
certain group of users, while the co-owners Bob and Carol
may have different privacy concerns about this data. It is
a massive and serious privacy problem if applying the
preference of only one party, which may cause such data
to be shared with undesired receivers.

However, merging privacy preferences of data owner
and multiple co-owners is not an easy task, due to priva-
cy conflict is inevitable in multiparty authorization en-
forcement [20, 21]. Privacy conflict happens when the co-
owners have opposite privacy policies, and it results in
data being impossibly accessed with anyone [22]. To deal
with this dilemma, multiparty access control mechanisms
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(e.g. voting scheme) are further provided. However, all of
them are based on plaintext data. In this paper, we pro-
pose an identity-based secure data group sharing and
conditional dissemination scheme with multi-owner in
cloud computing. To mitigate the problems mentioned
above, we introduce a solution to achieve ciphertext
group sharing among multiple users, and capture the
core feature of multiparty authorization requirements.
The contributions of our scheme are as follows:

(1) We achieve fine-grained conditional dissemination
over the ciphertext in cloud computing with attribute-
based CPRE. The ciphertext is firstly deployed with an
initial access policy customized by data owner. Our pro-
posed multiparty access control mechanism allows the
data co-owners to append new access policies to the ci-
phertext due to their privacy preferences. Hence, the ci-
phertext can be re-encrypted by the data disseminator
only if the attributes satisfy enough access policies.

(2) We provide three strategies including full permit,
owner priority and majority permit to solve the privacy
conflicts problem. Specially, in full permit strategy, data
disseminator must satisfy all the access policies defined
by data owner and co-owners. With the majority permit
strategy, data owner can firstly choose a threshold value
for data co-owners, and the ciphertext can be disseminat-
ed if and only if the sum of the access policies satisfied by
data disseminator’s attributes is greater than or equal to
this fixed threshold.

(3) We prove the correctness of our scheme, and con-
duct experiments to evaluate the performance at each
phase to indicate the effectiveness of our scheme.

This paper is structured as follows. We review related
work in Section 2 and introduce the preliminaries in Sec-
tion 3. We provide the system model and policy aggrega-
tion strategies in Section 4, and describe the proposed
scheme in Section 5. We present the system analysis and
experimental results in Section 6 and Section 7 respective-
ly. Finally, we conclude this paper in Section 8.

2 REeLATED WORK

A series of unaddressed security and privacy issues
emerge as important research topics in cloud computing.
To deal with these threats, appropriate encryption tech-
niques should be utilized to guarantee data confidentiali-
ty. By utilizing the IBBE technique [23], Huang et al. [24],
Patranabis et al. [25] and Liu et al. [9] proposed several
private data sharing schemes in cloud computing. In
these schemes, data owner outsources encrypted data to
the CSP by defining a list of receivers, thus only the in-
tended users in the list can get the decryption key and
further decrypt the private data. ABE is another promis-
ing one-to-many cryptographic technique to realize data
encryption and fine-grained access control in cloud com-
puting [26, 27]. Specially, ciphertext-policy ABE (CP-ABE)
is suited for access control in real world applications due
to its expressiveness in describing the access policy of
ciphertext [28]. Guo et al. [29] proposed a privacy-
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preserving data dissemination scheme in mobile social
networks based on CP-ABE. Teng et al. [30] proposed an
efficient access control scheme with hierarchical CP-ABE
to achieve privacy preservation in cloud storage systems.
In the schemes of [31] and [32], ABE has been utilized to
provide access control of medical documents when
providing health services in cloud, so that health record
can only be decrypted by authorized document re-
questers with corresponding attributes.

Secure data dissemination is another important securi-
ty requirement for data storage in cloud computing. The
identity-based PRE [33] is a basic encryption algorithm to
reach secure data dissemination in cloud computing, with
which the data disseminators could send their re-
encryption keys to the semi-trusted proxy to transform
data owner’s ciphertext for new users [34]. Further, at-
tribute-based PRE [17] has been employed in cloud com-
puting by incorporating the ABE technique. The proxy
can transform the ciphertext under an access policy into
the one under another access policy with data dissemina-
tor’s re-encryption key, and the users who satisfy the new
access policy can access the plaintext. However, the above
PRE schemes only allow data dissemination in an all-or-
none manner. This issue is further addressed by CPRE
scheme [35], in which the proxy can successfully re-
encrypt the ciphertext only if the prescribed conditions
are met. However, in earlier CPRE schemes [35, 36], the
conditions are keywords only, which would limit the flex-
ibility when enforcing complex delegations in cloud
computing. Yang et al. [37] proposed an attribute-based
CPRE scheme by deploying an access policy in a cipher-
text generated by public-key encryption. The re-
encryption key is generated by the secret key associated
with a set of attributes, which allows the proxy to re-
encrypt the ciphertext only when these attributes satisfy
the access policy. Wang et al. [38] proposed a pre-
authentication approach for sharing data in cloud, which
achieves receiver’s attribute authentication before the re-
encryption operation.

The multiparty privacy control among co-owners is
indispensable in cloud computing. Thomas et al. [20]
showed how Facebook’s privacy model can be adopted to
achieve multiparty privacy. It allows all associated parties
to specify exposure policies for the data, so that users can
access the data if satisfying the exposure policies of owner
and all the associated parties. Based on this multiparty
privacy control model, Xu et al. [19] designed a mecha-
nism to enable each user in a photo to participate in the
decision of access control conditions of the photo. How-
ever, the above schemes may have privacy conflicts prob-
lem, which do not consider how users would actually
achieve compromise [39]. To resolve the privacy conflicts
among multiparty (negotiating users), Such et al. [40]
proposed the first computational mechanism. The core
idea is to estimate item sensitivity, relative importance
and willingness for each conflicting negotiating users,
and let the one who has less stringent privacy require-
ment compromise. Hu et al. [41] proposed a systematic

approach to enable privacy-preserving data sharing with
multi-owner. This scheme introduces three strategies
based on a voting mechanism to resolve the multiparty
privacy conflicts. Unfortunately, this scheme only focuses
on co-owners’ access control over plaintext data, and ig-
nores the data confidentiality towards semi-trusted CSP
and malicious users.

3 PRELIMINARIES

3.1 Bilinear Pairing
Let G,and G, be two multiplicative groups of prime order
p. A bilinear map is a function ¢:G,xG, - G, with the
following properties [42]:

1) Computability. There is an efficient algorithm to
compute e(g,h)eG,, forany g,heG,.

2) Bilinearity. For all g,h € G and a,b € Zp , we have e(g%,
) = e(g, Y.

3) Non-degeneracy. If ¢ is a generate of G, then e(g, g)
is also a generator of G .

3.2 Access Tree

Let T be a tree representing an access policy [43]. Each
non-leaf node x of tree represents a threshold gate. Let
num, denote the number of children of a node x, and k,
represent its threshold value, then 1 < k. < num,. The
threshold gate is an AND gate if k, = num,, and an OR
gate if k, = 1. For each leaf node x of tree, we denote attr,
as an attribute associated with it and have k; = 1. Each
child node of node x is numbered from 1 to num,. The
function parent(x) represents a parent node of the node x.
and index(x) returns the index of the node x.

Let Ty be a subtree rooted at the node x in the access
tree. If the access tree T is satisfied by a set of attributes S,
we denote it as Tx(S) = 1. For any node x, T(S) is comput-
ed as follows. If x is a leaf node, Tx(S) returns 1 only if
attr, € S . If x is a non-leaf node, it evaluates T,(S) for all

children n of x, and returns 1 if and only if at least k; chil-
dren return 1.

4 PROBLEM STATEMENT

4.1 System Model

The system model consists of the following entities, as
shown in Fig. 1. The notations used throughout this paper
are presented in Table 1.

1) Trusted authority: The trusted authority is a fully
trusted part that initializes the system public key, and
generates private keys as well as attribute keys for users.
For example, it can be acted by the administrator of the
organization [18] or social security administration [44].

2) CSP: The CSP is a semi-trusted part that provides
each user with a virtual space and convenient data stor-
age service with the cloud infrastructure. It also appends
access policies to the ciphertexts for data co-owners and
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Fig. 1. System model of proposed scheme. The user role is divided into
the following categories: data owner, data co-owner, data disseminator

and data accessor.

generates re-encrypted ciphertexts for users.

3) User: We divide the user role into the following cat-
egories: data owner, data co-owner, data disseminator
and data accessor. The data owner can choose a policy
aggregation strategy and define an access policy to en-
force dissemination conditions. Then he encrypts data for
a set of receivers, and outsources the ciphertext to CSP for
sharing and dissemination. The data co-owners tagged by
data owner can append access policies to the encrypted
data with CSP and generate the renewed ciphertext. The
data disseminator can access the data and also generate
the re-encryption key to disseminate data owner’s data to
others if he satisfies enough access policies in the cipher-
text. The data accessor can decrypt the initial, renewed
and re-encrypted ciphertext with her or his private key.

4.2 Policy Aggregation Strategies

In our scheme, data co-owners can renew the ciphertexts
by appending their access policies as the dissemination
conditions. As described in [41], we provide following
strategies to fulfill the authorization requirements from

Co-owner's
access policy

Co-owner's
access policy

Co-owner's
access policy

Co-owner's
access policy

Owner's Co-owner's
access policy access policy

Owner's Empty Co-owner's
access policy policy access policy

Owner's Empty Co-owner's Empty Co-owner's
access policy policy access policy policy access policy

Fig. 2. Three policy aggregation strategies with multi-owner.
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TABLE 1
NOTATIONS
Symbols Description
MK, PK  The master secret key and system public key
SK The private key of user

AK The attribute key of user

M The data

u The set of data accessors’ identities
w The set of data co-owners’ identities
DK

The symmetric key

CT, The initial ciphertext

T, The access tree of CT,

CT, The renew ciphertext generated by policy appending
T, The access tree customized by data co-owner for CT,
TK, The transformation key of data co-owner for CT,

; The access tree of CT,

u’ The set of new accessors” identities

RK The re-encryption key of data disseminator
CT/ The re-encrypted ciphertext

multi-owner, as shown in Fig. 2.

1) Full permit: All owners (including data owner and
data co-owners) have the same right to decide the dissem-
ination conditions of data. The data disseminator should
satisfy all the access policies defined by these owners.

2) Owner priority: The data owner’s decision has high
priority, though he tags the co-owners. The data dissemi-
nator can disseminate the data only when he satisfies the
access policy of data owner or all the access policies of
data co-owners.

3) Majority permit: The data owner firstly chooses a
threshold value, and the data can be disseminated if and
only if the sum of access policies satisfied by dissemina-
tor’s attributes is greater than or equal to this fixed
threshold.

4.3 Security Definitions and Goals

We first assume that trusted authority is fully trusted by
other entities and will not collude with any entities,
which is also employed by related works [18, 31, 34, 36].
We then assume that CSP is semi-trusted, which will
honestly execute the requests from the entities and may
be curious to learn as much information about the stored
data as possible. Besides, we assume that data owners are
trusted, but some users will try to access the data beyond
their privileges, even by colluding with other users and
CSP. Further, we do not consider data version manage-
ment, which means once a ciphertext is renewed, the us-
ers cannot obtain the previous ciphertext, and we assume
that the ownership of data can be guaranteed by the ci-
phertext deduplication scheme [45]. Specifically, the secu-
rity goals are summarized as follows.

1) Data confidentiality: The data should be well pro-
tected against the semi-trusted CSP and unauthorized
users. The users who are not the receivers of a ciphertext
defined by the data owner or data disseminator should
not be able to access the plaintext.

2168-7161 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more

information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2019.2908163,

IEEE Transactions on Cloud Computing

AUTHOR ET AL.: TITLE

2) Fine-grained dissemination conditions: The data
owner and data co-owners can customize fine-grained
and tree-based dissemination conditions for their data.
The ciphertext can only be disseminated by the users who
satisfy these conditions.

3) Continuous policy enforcement: The data owner’s
access policy is enforced in the initial ciphertext as well as
the renewed ciphertext.

4) Collusion resistance: If each of the data dissemina-
tors” attributes cannot satisfy the access policies in the
ciphertext individually with their own attributes, these
users could not collude and decrypt this ciphertext.

5 PROPOSED SCHEME

5.1 System Setup
The trusted authority selects a bilinear map e:G,xG, -
G,, where G,and G, are two multiplicative groups with

prime order p. Then trusted authority chooses a security
parameter 4 € Z , a maximum number of receivers N, and

randomly chooses g,h,ueG andy,f€Z,, cryptographic
hash functions H, :{0,1}* — Z; ,H,:{0,1}* > G,,H,:G, >
G,andH,: G, - Z; . Then it generates the master secret
key MK =(g,7,) , and outputs the system public key
PK =W .0 u . 0077,
818" e(g ) e(g,hY) '

5.2 Key Generation
The trusted authority generates the private key SK for the
user with identity ID.
SK = gVrmapy 2)
The trusted authority generates the attribute key AK for
data disseminator. It chooses a random a eZp , and ran-

dom re Zp for each attribute j €S, where S is the attribute
set. The AK is outputted as follows.
AK=(D, =g (D, =¢“H,(j)", D\ =h"}.;) ()

5.3 Data Encryption
Let M be the shard data. The data owner chooses a set U
of data accessors’ identities, a set W of data co-owners’
identities, where |UIKN and IWIKN . Then the data
owner customizes a tree-based access policy, and chooses
a random DK which is used to encrypt data M based on
symmetric encryption algorithm SE.

For each access tree, the data owner chooses a poly-
nomial p_for each nodex. We set the degreed_ of poly-

nomial p_to be one less than the threshold valuek_, that
is d_=k_-1.These polynomials are chosen in a top-down

manner. For the root node R, data owner chooses a ran-
dom secret and sets p,(0) = secret, and chooses d, other

points of p, randomly to define it completely. For any

other node x, it sets p_(0) index(x)) and random-

= pprzmnt(x)(
ly chooses d_other points to define p_completely. Special-

ly, the empty policy has only one child which can be satis-
fied by any data disseminator. Then data owner picks

k,k',p,A € Z, randomly, computes b= u|| 1, and encrypts

DK according to the policy aggregation strategy.
1) Full permit: The data owner defines an access tree T

with root node R, . Let Y, be the set of leaf nodes in T, . The
data owner randomly chooses t,€Z,, and sets p; (0)=t,,
and outputs the initial ciphertext CT; .
CT, =(C, =SE,(M),C, =DK-e(g,h)",
kT (r+H, (D)

k' =
C,=b-H,(e(g,h)"),C, =h "% )
k=TT (r+Hy (D) . .
C4 — h ID;eW /C5 — g—/ /C6 — g*/ p (4)
y+H,(ID;)
But, +k- y+0, (U0;
C _ 0 u!,_elu H,(ID;) C _ hﬁ,uto C _ Buty
0,7_1/[ 70,8 4 O,Q_g 4
A~ Hpy (0) & Hp, (0)
Como = {Cy =h" ,C]’/ = Hz(attry) v }yEYU)

2) Owner priority: The data owner defines an access
tree T, with root node R for himself, and an empty policy

T, with root node R, for all data co-owners. Then the data

owner chooses random f,t,,s,€%Z , sets Px, (0)=t, and

r’
P, (0)=s,. Let X, be the set of leaf nodes inT; . Then the

data owner outputs the initial ciphertext CT; .
cr, =(c,C.,C,,C,,C,C,,C,,

7+H,(ID;)

P fo+k: H H, (ID;)

— < 7 t
C=u IDjell ,C7 :u/l(n+fn),C8:hﬂFo, (5)
— o P —_C C (s9+fo+4)
Cg _g ”O’Cl(] — {Cy/cy}yey”rc H(sy+ fy ,
__ 1,Bus, _ Bus
CO,S_h 0’C0,9_g ‘ C

’ 0,10:{

o7 = U
C,.C}

3) Majority permit: The data owner defines an access
tree T, with root node R, for himself and | W |empty poli-

xeX, )

cies for each data co-owner. For each access tree of data
co-owner T, where i >0, R is the root node, Y, is the set
of leaf nodes. For each access tree, data owner chooses a
random ¢, €Z,, and sets p; (0)=t,and Pr (0)=t,. The data
owner chooses a threshold valuetand a polynomial f,
and sets the degree d=t—-1. Then data owner chooses a
random f, €Z, and sets f(0)= f,, and randomly chooses
d other points of the polynomial f . Finally, the initial
ciphertext CT is outputted as follows.

CT, =(C,.C,C,,C,,C,,C,,C,,

T

C=u [ERETRRE RS 'C0,7 = o+ f( ))’Co,s =} ,
_ put 5 P _ o ult+ f(i+1)+A)

C0,9 _g 0’C(J,l(] _{Cy’cy}erO’{Ci,7 =u 4

Cis= " Cio= gﬁyt‘ Cirg = {Cy’é,}

i,10 — ylyey; }léiSIW\)
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5.4 Co-owner Key Generation
The data co-owner can append her or his own access poli-
cy to the ciphertext CT, (such as CT}). First, the data co-
owner runs Decryptldentity algorithm by inputting private
key SK, identity ID, and the ciphertext. If ID e W, data co-
owner computes

I = Decryptldentity(SK,ID,W,C,,C,)

1

H
A, (ID,W) ID;eWAID;#ID i
= (e(C,, ™ ") . ¢(SK, C, )"
. @)
k"m ml'_lln mHl(IDy) D, rvxl—zlu &IDHI(ID')
=(e(g,h )
=€(g,h)k
O T e UD))- H,(ID;))
with hAy(ID,W) =h ID;eWAID;#ID ID;eWAID; 21D ) Then, the

data co-owner recovers b=C, /H ,(I), and customizes a
new access policy T, . It chooses a polynomial p, for each
For the root node R!

i+17/

node z inT/ . the data co-owner

chooses a random v, eZV and sets pR,l(O) =v,. Let Z be

the set of leaf nodes in T/ . Then data co-owner computes

K

for majority permit strategy.
For owner priority strategy, the data co-owner com-
putes as follows.

:ui’ﬁ‘uzy‘m —pu(v;/2+2)

i7 for full permit strategy, and K, =u

Mf;z(vO/ZJrﬂ) l — 0
R T ®
Then data co-owner sends transformation key TK, = (K

K =h""2K =g ™" K = {Q/C’L_}zez,) to the CSP.

i77

5.5 Policy Appending

When receiving TK, , the CSP generates the new cipher-

text from CT, according to the policy aggregation strategy.
1) Full permit: The CSP first constructs a new access

tree T, with theroot node R, . LetY, =Y, +Z , t =t -

v, /2. The CSP computes the following with TK; .

put ot T 721400
i ’ (ID;) — Buv, i
Ci+1,7 = Ci,7 '(Ki,7 )1/2 =u o (u ﬂm'/z)l/z
1/2! But; (7~ Puv;[2\1/2!
Ci+1,8 :Ci,S '(Ki,s) =h" () )
Ci+1,9 = Ci,9 .(Ki,9)1/2( = gﬂut, : (giﬂﬂv' /2)1/2

Then the CSP outputs a new ciphertextCT,, .
cr,,=(C,¢C.C,,C,,C,CC,
7+H,(ID;)
H, (ID;)

Put; . +k- I I
el t
ID;ell ,C hﬂy i1 ,

i+17 = i+1,8
— oPutia —cC
Ci+l,9 =8 . ’Ci+l,10 - {Cy’Cy}yEYHI)
2) Owner priority: The CSP constructs a new access tree
T, with the root nodeR,,,. LetX, =X +Z , s, =5~
v, /2. The CSP computes the following with TK; .

C...=u (10)
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u(sg+fo+4) (vy/2+2)

i=0
(11)
i>0

Crony=Cyr (K" =" v
41,7 Y7 ( i’7) - uﬂ(5i+f0) . M’I‘U,/ZH1
Then the CSP computes the following with TK; .

Crg =Cog (K ) =P (w2

i,8 i,8
C Cilg'(K )1/2( :g (g
Then the CSP outputs a new ciphertextCT,_, .
CTz‘+1 =(CO,CI,CZ,C3,C4,C5,C6,C,

GG Co,Co,Crr = ”MSHﬁfO)fcnl,s =",

Ci+1/9 = gﬁﬂSM .G = {foé;}

i+1,10

ir1,8

(12)

Bus; ~Puv; | 2)1/ 2

i+1,9 — i,9

(13)

107

xeX; )
3) Majority permit: The CSP constructs a new access
tree T, with root nodeR,,,. LetY, =Y, +Z, t

i1~ ti+1 -

v, /2. Then the CSP computes the following with TK .

v b ) A)  —p(/2+2)
Ci+l,7 - Ci+l,7 'Kz‘ p=uT u

C

i+1,8

C

i+1,9 —

Ci+l,8 'Ki,

C

The the CSP then outputs a new ciphertextCT, , .
cT, =(,C,C,C,C,.C.,C,,C,

i+1 T
c.C.C,C

0,7/0,87>0,9/0,107

_ g+ f(i+2) _ 1,But, 4 _ S Butl,
=y Chag =h",CL g =87,

= hﬂ/”,u . h*ﬁ#vz/z (14)

_But;, ~Puv; /2
K, =g"".g

i+1,9 " N,9

, (15)

{Ci+1,7
C;+l,10 = {Cyfc;}yey,;l heiviawn)

5.6 Re-encryption Key Generation

The data disseminator with identity ID can also dissemi-

nate data owner’s data to her or his friends via the CSP.

The data disseminator chooses a set U’ of new accessors’

identities, randomly picks [,s € Zp, and computes the fol-

lowing with the SK.

P =TT r+Hy (D)
R, =SK-u’™"™ R, =] ™ ,

R,=H,(e(g,h)")-h’,R, =g R, =h"

Then the data disseminator computes the following
with the AK.

(16)

R5 — DO U :g(VW)//? s,
R,={R;=D;=g"H,(j)",R; =D =h"}
Finally, the data disseminator sends the re-encryption
key RK=(R,,R,,R;,R,,R,,R,,R,) to the CSP.

(17)

jeS

5.7 Data Re-encryption
The CSP can assist data disseminator to re-encrypt the
ciphertext CT, with RK. The CSP first generates

I = Decryptldentity(R,,ID,U,C,C,)

1
H,(ID;)

, (ID,U) ID;eUAID;=ID
=(e(C,, 1" )-e(R,,C,))
y+H, (ID;)
— e(g,h)k ~e(us,hk)'”’&” H,(ID;)
Then, the CSP computes

(18)
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y+H,(ID,)
C!=C,/I=DK-e(u k)" " 19)

Then, the CSP inputs a ciphertext CT,, RK described by

a set of attributes S, and a node x from T, and runs the

recursive algorithm DecryptNode. If x is a leaf node, then
we let a=attr_and define as follows. Ifa €S, then
e(R,C)
(R, C)
B E(gaH2(IZ)r’ ,hﬂm(ﬂ))
- e(h" ’Hz(a)ﬂp,(O))
= e(g, )" ©
IfagS, then we define DecryptNode(CT,,RK,x,T) =L . If x
is a non-leaf node, the algorithm DecryptNode(CT,, RK,

DecryptNode(CT,,RK, x,T,) =

.(20)

x,T;) proceeds as follows: for all nodes n that are children
of x, it calls DecryptNode(CT,RK,n,T)) and stores the re-
sultas F, . LetS_be an arbitrary k,-sized set of child nodes
nsuch that F, #L . If no such set exists, the algorithm re-

turns_L . Otherwise, we compute

Ao (0) s
Fx — HF,, .S , Where j=index(n)

S ={index(n):neS_}
neS,

_ H (e(g h)al‘l’pm-em(u)(i“d”(“)) )A,‘,s; (0)
- 7

nes,

= H e(g, h)aupx(j)lA/,S; (©

nes,

- e(g’h)aﬂp\.(o)
where A, is Lagrange coefficient. If the access tree is

, 20

satisfied by S, we set the result of entire computation as A,
such that A = DecryptNode(CT,RK,R,T)=e(g,h)™""" .
Then the CSP re-encrypts the ciphertext as follows ac-
cording to the policy aggregation strategy.

1) Full permit: If the attributes S satisfy access treeT,,
CSP calculates e(g,h)*"™ O e(g,h)™ @ty =0a) e(g,h)™** "
and computes
= e(C, 5 Ry)

e(Cyy h7)-(A)
~ e(hﬂ’”‘ ,g(ﬁa)//i' )
- e(gﬁuh , hr/ﬁ) . e(g’h)aﬂ’ 42

Finally, the CSP generates the re-encrypted ciphertext
CT'=(C,=C,,C,,C,=R,,C, =R,,C, = R4,C =C.,,C).

i,77
2) Owner priority: If the attributes S satisfy access tree

(22)

=e(h™ ,u°)

Ty, CSP calculates e(grh)aupk“w) =e(g,h)™" and computes
_ECUR) _eh g )
i e(Cgth//f).A e(gﬁﬂfo,h;//ﬁ)_e(glh)auto

=e(h™ u%) @)
_ ' who+fo) 1,Ps
C’ _ e(c7,R4) _ e(u ; rh ) — e(h/;l‘fn ’us)
B, e(h™ ,u)
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Otherwise, if the attributes S satisfy T,, CSP calculates

a 0 (25— 12"
e(g, )™ = e(g, )™ @7 = ¢(g, )™ and computes

= E(Ci,S’RS) = e(h'H"Sf,uS)
e(Coo ") (A)"? 24
- eC.,R W) pbs '
Cr — e( i,7 4) — E(u /h ) — e(hﬂ#fu ,MS)
B ™)

Finally, the CSP generates the re-encrypted ciphertext
CT'=(C,=C,,C!,C,=R,,C, =R,,C,=R,,C=C,C)).
3) Majority permit: For each access tree T;, the CSP can

calculate e( g,h)aﬂp“‘m) =e(g,h)™*" and compute

e(Cis,R,) oW, g7 P )
i e(CI',yhy/ﬂ)'(A)l/z = e(gﬁﬂf,”hy//f)_e(g’h)ayzt;/z .(25)
=e(W™ u)
Then the CSP computes
e(Cl, R, e(u D phoy

B = = -
i B. e(hﬁm’,us)

i

=e(h™,u)/ """ . (26)

Let 7 be an arbitrary t-sized set of access trees T, such
that B; #L,and L={1,2,...,|WI+1} . The CSP computes

C/ _ H (B;)AM,L(O)

T,eT

— H(e(hﬂ# us)f(i*'l))Arfl,L(O)
, .

T,eT
— e(hlfﬂluS)f(O)
Finally, if the attributes S satisfy at least ¢ access trees,
the CSP outputs a re-encrypted ciphertext CT=(C, =C,,

C!,C,=R,,C,=R,,C,=R,C=C,C).

(27)

5.8 Data Decryption

1) If the ciphertext is an initial or renewed ciphertext CT,,
the data accessor can compute I = Decryptldentity(SK,ID,
U,C,,C,)=e(g,h)" if her or his identity ID e U . Then, data
accessor computes DK =C,/I and recovers M with the

symmetric decryption algorithm.
2) If the ciphertext is a re-encrypted ciphertext CT;, the

data accessor can compute I = Decryptldentity(SK',ID',U’,
C,,C))=e(g,h)" if her or his identity ID'eU’. Then, the

data accessor can compute V =C} / H,(I)=h". Moreover,

the data accessor can generate Q=e(V,C)/C =
7 r+H (D)
e(h*,u ™ i ) under three policy aggregation strate-

gies. Therefore, data accessor can decrypt DK =C;-Q and
further get M using symmetric decryption algorithm.

6 SYSTEM ANALYSIS

6.1 Correctness
For any re-encrypted ciphertext, if the data accessor is an

information.
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intended receiver, the decryption can execute correctly.
(1) If the policy aggregation strategy is full permit, data
accessor computes the follows.

y+H, (ID,)
ok T i
Put;+ 51 TH (ID;) o T 2HHUD;)
:

N H, (ID,
):e(hbfu By HL(D)

_e(V,C) _e(h,u
o e(h™ ,uf)

(2) If the policy aggregation strategy is owner priority,
data accessor computes the follows.

}/+Hl (IDz )
k-
Pufy+ ’[I;Iu H,(ID;)

Q )

y+H,(ID,)
H, (ID;)

_eV,C) _e(h,u
o e(h™ i)

(3) If the policy aggregation strategy is majority permit,
data accessor computes the follows.

ﬂ,(lf +kH y+H1(ID1)
0
ID;jell HI(IDI)

) :e(hs,u IDjell

Q

)

) k 7+H](ID()

) :e(hs,u .ID,eU H,(ID;)

_eV,C) e(h,u )

c’ e(W"h ,ur)
Hence, data accessor can further generate DK with the
result and then recover message M.

Q

6.2 Security Analysis

Definition 1: The Decisional Bilinear Diffie-Hellman (DBDH)
assumption is that no polynomial-time adversary A is able to
distinguish the following two tuples (g°,¢",8°,e(g,8)™) and
(¢,8",8,e(8,9)), where a, b, c and r are randomly chosen.
Theorem 1: Our scheme is secure against chosen plaintext
attacks under DBDH assumption.

The IBBE scheme [6] has been proven secure against
the selective identity and chosen plaintext attack (IND-
sID-CPA) in random oracle model. Let C be the challeng-
er defined in the IND-sID-CPA security of IBBE scheme.
We describe a security game among adversary A, adver-
sary B and challenger C. The challenger C tests adversary
B’s ability in breaking the IND-sID-CPA security of IBBE
scheme, while adversary B serves as a challenger to test
adversary A’s ability in breaking the IND-sID-CPA secu-
rity of our scheme.

The adversary A chooses a set U* of challenge identities
and a challenge access policy T*. Let Adv."™" be the ad-
vantage of adversary A to break the DBDH problem,
Ado"™* be the advantage of adversary A to break the

IBBE scheme. Followed by the security game described in
[36], suppose adversary A totally queries the re-
encryption key g times and has the advantage Adv, to
break our scheme. Then we have that adversary B has the
advantage Ado}™ = Adv,(1-q- Ado' "’ —q- Ado?™) to
break the IND-sID-CPA security of IBBE scheme. Since
the IBBE scheme is IND-sID-CPA secure in random oracle

model, we have that Adoy"" and Ado’"™* are negligible.
Besides, Adv}"™"" is also negligible since the DBDH as-
sumption holds. Therefore, Adv, must be negligible,

which means our scheme is also IND-sID-CPA secure in
random oracle model.
Next, we analyze that our scheme can satisfy the fol-
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lowing security properties of data sharing and dissemina-
tion in cloud computing.

1) Data confidentiality: The data in the cloud is first en-
crypted with a random symmetric key, and the random
key will be encrypted with a set of receivers’ identities
and access policies based on IBBE and CP-ABE. Hence,
the data confidentiality can be protected against users
whose identities are not in the set. Moreover, based on the
secure CPRE scheme, the CSP cannot get any confidential
information about the data during the dissemination
phase of any strategy.

2) Fine-grained data dissemination: The symmetric key
is protected with attribute-based CPRE mechanism as
well, which allows flexibility in enforcing complex access
conditions to data disseminators. The data owner and co-
owners are able to customize expressive and flexible ac-
cess policies supporting AND and OR gates to the cipher-
text together according to their privacy preferences.
Therefore, the CSP can re-encrypt the ciphertext only
when the attributes of data disseminator satisfy enough
access policies in the ciphertext.

3) Continuous policy enforcement: In full permit strat-
egy, the data owner’s access policy and data co-owners’
access policies are aggregated by AND gate. Hence, the
data owner’s access policy is enforced in the renewed
ciphertext, since the data disseminator who can dissemi-
nate the ciphertext must satisfy the data owner’s access
policy. In owner priority and majority permit strategies,
the data disseminator can only disseminate the initial
ciphertext by satisfying the data owner’s access policy,

since the component C,, = 4" and C,, =y */*0*4

are obfuscated by the data owner with random secret 4 .
Moreover, only the authorized data co-owners can gener-
ate the valid transformation key, since the adversary can-
not forge a valid transformation key without acquiring b.
Once the ciphertext is renewed by data co-owner, the re-
newed ciphertext can be disseminated according to the
chosen strategy, such as by satisfying all the data co-
owners’ access policies in owner priority strategy.

4) Collusion resistance: The malicious data dissemina-
tors may combine their attributes to disseminate the ci-
phertext. In our scheme, a random secret is embedded into
the ciphertext, and colluders must recover this secret with
their attribute keys. However, the attribute key of each
disseminator is associated with random and unique « .
The data disseminators cannot collude to re-encrypt the
ciphertext with their different attribute keys. If they col-
lude with the semi-trusted CSP, the collusion attack also
cannot take effect.

6.3 Functionality Comparisons

We first compare our scheme with several recent schemes,
as shown in Table 2. Firstly, our scheme is advanced in
fine-grained conditional dissemination as data owner and
co-owners could enforce flexible access policies on the
ciphertexts, while data owner only can enforce simple
keyword conditions in Xu et al. [36]. Further, though Guo

2168-7161 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more

information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2019.2908163,

IEEE Transactions on Cloud Computing

AUTHOR ET AL.: TITLE

TABLE 2
FUNCTIONALITY COMPARISONS

Data Multiple Secure Re-encryption Conditional Multiple . X
Schemes . L . i L . X o Privacy conflict

confidentiality ~ receivers dissemination  key generation dissemination access control
[29] CP-ABE Yes Yes - Access policy No -
[36] IBBE Yes Yes Disseminator Keyword No -
[40] - Yes No - - Yes Concession evaluation
[41] - Yes No - - Yes Voting
Our scheme IBBE Yes Yes Disseminator Access policy Yes Policy aggregation strategies

et al. [29] achieved fine-grained conditional data dissemi-
nation based on ABE, it cannot support data group shar-
ing which is the basic requirement in cloud computing. In
our scheme, data disseminators can transform the en-
crypted data to a new group of users based on IBBE and
attribute-based CPRE.

We also compare our scheme with Thomas et al. [20],
Such et al. [40] and Hu et al. [41], which are the latest
multiparty access control schemes. Thomas et al. [20]
gives the definition and solution of multiparty access con-
trol, but it ignores the privacy conflicts which may hap-
pen when multiple users enforce their different privacy
preferences on the shared data. Such et al. [40] and Hu et
al. [41] solve the problem of privacy conflicts on plaintext
based on concession evaluation mechanism and voting
mechanism respectively, while our scheme supports mul-
tiparty access control on ciphertext and introduces three
strategies of aggregating privacy preferences to solve the
problem of privacy conflicts.

6.4 Performance Analysis

We next analyze the performance of our scheme. General-
ly, the costs of pairing and exponentiation operations
dominate the major computation time, thus we ignore the
multiplication, hash, symmetric encryption and decryp-

tion computation. Let N, be the number of attributes in
TABLE 3
COMPUTATION EFFICIENCY

Phase Computation cost
Key generation (215143) Texo
Full permit 2Tepr+(2 1 U 14+2Ne+ | W1+8) Tewo
Data en-
. Owner priority 2Texpr+(31 UI+2Net | WI+12) Texpo
cryption
Majority permit 2Teqpr+(2 1 UI+2Ne | W1+4 1 W1+6) Tepo
Co-owner key generation Texp1+(2Ne+5) Texpo+2 Tpair
Full permit 3Tego
Policy ap- L.
B Owner priority 3Tego
pending

Majority permit

0

Re-encryption key generation

Tex+(1 U 145) Texpo

Full permit

(Net1) Texpr+(| U1 +3) TeporH(2N+4) Tyair

Data re- To : (Ne+1) Ter+(| U1 +2) Tewpo +(2Net4) Tyair
Owner priority

encryption Ti: (Ne+1) Tepn+(1 U1 43) Texpo +H(2NeA4) Tpair
Majority permit (Nett+1) Teqpr+( | U143) Texpo +(2Ne+5) Tpair
Initial or renewed

Texpr+(| U 142) Texpo+2 Tpair
Data de- ciphertext
cryption Re-encrypted

ciphertext

TenptH(| U’ 1+2) Texptt3 Tyair
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access policy, Tpuir be the computation cost of a single
pairing operation, T,y and Te.: be the computation cost
of an exponent operation on G, and G, . Table 3 shows

the computation cost of each phase in our scheme.

First, data owner can choose one of three policy aggre-
gation strategies to encrypt the data. The initial ciphertext
is associated with an empty policy T, and |W| number of

empty policies T, in strategies of owner priority and ma-

jority permit respectively. Thus, the corresponding com-
putation cost are 2Tep+(3|U|+2N+ |W|+12)Tepo and
2Texpn+ (2| U [ 42N | W | +4 | W | +6) Texp0 in these two strate-
gies which are more than that in full permit strategy.

Then, data co-owners can renew the ciphertext by ap-
pending their access policies as the dissemination condi-
tions into empty policy. The computation cost in full
permit and owner priority strategies are both 3T..,, while
the computation cost in majority permit strategy is only
three multiplications. When the data disseminator dis-
seminates a ciphertext to other users, he must send the re-
encryption key to the CSP. The CSP can re-encrypt ci-
phertext if he satisfies enough access policies in the ci-
phertext. According to different strategies adopted by
data owner, the CSP spends different computation cost.
In owner priority strategy, the data disseminator must
satisfy either Ty customized by data owner or T;custom-
ized by all the data co-owners, of which the computation
cost are (Nc+1)Tepn+(| U | +2)Topot(2Ne+4) Tpoir and (Nc+1)
Texnt (| U | +3) Texpot (2N+4) Tpir. In majority permit strate-
gy, the CSP would spend (Nct+t+1)Tewit+(|U|+3)Texpot
(2N+5)Tpair to re-encrypt ciphertext if data disseminator
satisfies at least t access policy trees.

Finally, data accessor can decrypt initial or renewed ci-
phertext with her or his private key SK if he is an intend-
ed receiver in the set of U, and the computation cost on
data accessor side is Texp1t(| U | +2) Texpo+2Tpir. If the data
accessor is a member in the set of U', he would have one
extra pairing operation to decrypt the ciphertext.

7 EXPERIMENTAL RESULTS

In this section, we implement our scheme on a cloud
server with a 2.53 GHz Intel Core 2 Duo CPU and 4 GB
memory based on pairing-based cryptography library
[46]. A pairing-friendly type-A 160-bit elliptic curve
group based on the supersingular curve y2 = x% + x over a
512-bit finite field is used, and the public parameters are
chosen to provide 80 bits security level. We conduct vari-

information.
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Fig. 3. Computation time versus users
in encryption phase.

in encryption phase.
ous experiments and chooses the Advanced Encryption
Standard (AES) as the symmetric encryption scheme. The
experimental results are the mean of 100 trials.

In the encryption phase, data owner defines a set of
identities and an access policy, and then uploads the en-
crypted data to the CSP. We utilize the computation time
and communication size as the metric to measure com-
plexity. The computation time is mainly related to two
factors, that are number of accessors and attributes in the
access policy. Fig. 3 shows the computation time of data
encryption versus |U| under a fixed access policy with 5
attributes and 3 co-owners. Due to data owner should set
up one and multiple empty policies for co-owners in
owner priority strategy and majority permit strategy re-
spectively, the computation cost of these two strategies is
higher than that of full permit strategy. Fig. 4 compares
the communication cost of data owner when he chooses
each of three strategies. On the whole, ciphertext sizes in
three strategies are all increasing linearly with N.. More
particularly, communication cost of majority permit strat-
egy is the highest, and the communication cost of owner
priority strategy is a little more than full permit strategy,
since the number of shares of C;, Cs, Co, Ci9 in owner pri-
ority strategy is twice as much as that in full permit strat-
egy. The number of shares in majority permit strategy is
equal to the number of co-owners, that is 3 in Fig. 4.

In the co-owner key generation phase, the data co-
owners define access policies according to their privacy
concerns and generate the transformation key with pri-
vate keys. We consider a common case where the number
of co-owners is fixed to be 5, since three to five data co-

&

1 2 3 4 5
i(IW=5)

Fig. 6. Computation cost of three strategies

in policy appending phase. in re-encryption phase.

Number of attributes (|U|=10, |W]=3)

Fig. 4. Communication size versus attributes

IFull permit Ful permit ——Initial or renewed ciphertext T
I Owner priority . [lowner priority (access tree of owner) 90 [ |-=—Re-encrypted ciphertext
w DMame permit ) [ owner priority (access tree of co-owners) i
E,B §, 150 -Maiority permit (£=1) | é 80
i) @ |:|Majur\ty permit (£=3) ]
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g4 § 100 S &
" © ®
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Fig. 7. Computation cost versus attributes

Number of attributes (| 1W/]=5})

Fig. 5. Communication size versus
attributes in co-owner key generation phase.

owners are very common for situations in real world. The
communication cost in this phase is given in Fig. 5. We
also measure the computation cost of policy appending,
as shown in Fig. 6. In particular, the results show that the
computation cost of each co-owner in each strategy to
enforce her or his access policy on the ciphertext. It can be
observed that the cost for policy appending is almost the
same in full permit strategy and owner priority strategy,
and the result in majority permit strategy is the lowest
and almost constant in 0.18 ms.

Further, in order to evaluate the relationship between
the computation cost of re-encryption and the number of
attributes in the access policy in each strategy, we fix the
number of accessors and co-owners to be 10 and 4 respec-
tively, and we assume that the re-encryption operation is
performed after all co-owners have appended their access
policies. Fig. 7 shows the computation cost of re-
encryption in each strategy versus the number of attrib-
utes. In the owner priority strategy, the ciphertext can be
re-encrypted if the attributes satisfy the access tree Ty or T:.
In the majority permit strategy, we evaluate the computa-
tion costs of data re-encryption when the threshold ¢ is
selected as 1, 3 and 5. If the threshold t is 1, the re-
encryption will success when the data disseminator satis-
fies any one of the access policies, and the computation
time is a little more than that in owner priority strategy
under access tree To. If the threshold ¢ is 5, the data dis-
seminator needs to satisfy all five access trees and com-
pute the result using polynomial interpolation, which
causes highest computation cost compared to full permit
strategy and owner priority strategy.

100

5 10 15 20 25 30 35 40
Number of accessors

Fig. 8. Computation cost versus accessors
in decryption phase.
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Finally, Fig. 8 describes the computation time on acces-
sor side when decrypting ciphertext versus the number of
accessors. The computation time of decrypting a re-
encrypted ciphertext is much higher than the time of de-
crypting an initial ciphertext. The reason is that data ac-
cessor needs to perform one more pairing operation and
one more hash operation to decrypt the re-encrypted ci-
phertext.

The experimental results show that in full permit strat-
egy, it takes about 122 ms to encrypt the shared data
when there are 10 accessors, and the ciphertext size is
only increased by 4145 bytes when the number of attrib-
utes is 10. In the policy appending phase, the communica-
tion cost for data co-owner is 3303 bytes which is mainly
caused by the transformation key, and the maximum
computation cost for the CSP is less than 5 ms in three
strategies, even when the number of co-owners increases
to 5. Therefore, our scheme is practical and efficient for

data group sharing with multi-owner in cloud computing.

8 CONCLUSION

The data security and privacy is a concern for users in
cloud computing. In particular, how to enforce privacy
concerns of multiple owners and protect the data confi-
dentiality becomes a challenge. In this paper, we present
a secure data group sharing and conditional dissemina-
tion scheme with multi-owner in cloud computing. In our
scheme, the data owner could encrypt her or his private
data and share it with a group of data accessors at one
time in a convenient way based on IBBE technique.
Meanwhile, the data owner can specify fine-grained ac-
cess policy to the ciphertext based on attribute-based
CPRE, thus the ciphertext can only be re-encrypted by
data disseminator whose attributes satisfy the access poli-
cy in the ciphertext. We further present a multiparty ac-
cess control mechanism over the ciphertext, which allows
the data co-owners to append their access policies to the
ciphertext. Besides, we provide three policy aggregation
strategies including full permit, owner priority and ma-
jority permit to solve the problem of privacy conflicts. In
the future, we will enhance our scheme by supporting
keyword search over the ciphertext [47, 48].
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